EAST Search History 



EAST Search History (Prior Art) 



Ref # 


Hits 


Search Query 


DBs 


Default 
Operator 


Plurals 


Time Stamp 


L1 


0 


(identity$based$encryption 
I BE) nearl signcryption 


US-PGPUB; 
USPAT: USOCR: 
EPO; JPO; 
DERWENT 


OR 


ON 


2011/09/16 
15:37 


L3 


1 


signcryption and I BE nearl 
private nearl key 


US-PGPUB; 
USPAT; USOCR; 
EPO; JPO; 
DERWENT 


OR 


ON 


2011/09/16 
15:39 


L4 


34 


signcryption and private 
nearl key 


US-PGPUB; 
USPAT; USOCR; 
EPO: JPO 
DERWENT 


OR 


ON 


2011/09/16 
15:39 


L5 


8 


signcryption and private 
nearl key nearl generator 


US-PGPUB; 
USPAT; USOCR; 
EPO JPO 
DERWENT 


OR 


ON 


2011/09/16 
15:39 


L15 


0 


1 BE adj private nearl key 
with comput$3 with 
commitment with secret 
adj value with 
decommitment 


US-PGPUB; 
USPAT; USOCR; 
EPO: JPO 
DERWENT 


OR 


ON 


2011/09/16 
15:48 


L16 


16 


(identity adj based adj 
encryption "identity-based- 
encryption" identity$based 
$encryption$1) and 
signcryption 


US-PGPUB; 
USPAT USOCR 
EPO; JPO; 
DERWENT 


OR 


OFF 


2011/09/16 
15:48 


L17 


10 


(identity adj based adj 
encryption "identity-based- 
encryption" identity$based 
$encryption$1) and 
signcryption and private 
nearl key nearl generat$3 


US-PGPUB; 
USPAT; USOCR; 
EPO: JPO: 
DERWENT 


OR 


OFF 


2011/09/16 
15:49 


SI 


2 


"boneh-franklin" and IBE 
adj system$1 


US-PGPUB; 
USPAT; USOCR; 
EPO; JPO: 
DERWENT 


OR 


OFF 


2008/02/26 
16:03 


S3 


84 


boyen.in. 


US-PGPUB; 
USPAT; USOCR; 
EPO; JPO; 
DERWENT 


OR 


OFF 


2008/02/26 
16:39 


S4 


2 


boyen.in. and IBE 


US-PGPUB; 
USPAT; USOCR; 
EPO; JPO; 
DERWENT 


OR 


OFF 


2008/02/26 
16:39 



fil Cl/Documenl 20an(Fr20Settings/tdoai M; 20D< 720/EASTSearchHistory. 10774720_AccessibleVersion.htm (1 of 15)9/16/2011 3:50:30 PM 



EAST Search History 



S5 


8 


voltage adj security. as. 
and I BE 


US-PGPUB 
USPAT; USOCR; 
EPO JPO 
DERWENT 


OR 


OFF 


2008/02/26 
16:40 


S6 


10 


signcryption adj scheme$1 


US-PGPUB; 
USPAT USOCR; 
EPO; JPO; 
DERWENT 


OR 


OFF 


2008/02/26 
17:08 


S7 


2 


"20040123098" 


US-PGPUB; 
USPAT: USOCR: 
EPO; JPO; 
DERWENT 


OR 


OFF 


2008/02/26 
17:17 


S12 


25 


signcryption 


US-PGPUB; 
USPAT: USOCR: 
EPO; JPO; 
DERWENT 


OR 


OFF 


2008/02/27 
13:02 


S13 


75 


gentry. in. and signature 


US-PGPUB; 
USPAT; USOCR; 
EPO; JPO; 
DERWENT 


OR 


OFF 


2008/02/27 
13:04 


S14 


35 


gentry. in. and signature 
and encryption 


US-PGPUB; 
USPAT; USOCR; 
EPO; JPO; 
DERWENT 


OR 


OFF 


2008/02/27 
13:04 


S15 


11 


gentry.in. and signature.ti. 
and encryption 


US-PGPUB; 
USPAT USOCR- 
EPO: JPO 
DERWENT 


OR 


OFF 


2008/02/27 
13:04 


S16 


27 


signcryption 


US-PGPUB; 
USPAT USOCR- 
EPO; JPO; 
DERWENT 


OR 


OFF 


2008/06/18 
12:50 


S18 


11 


"6075864" 


US-PGPUB; 
USPAT; USOCR; 
EPO; JPO; 
DERWENT 


OR 


OFF 


2008/06/18 
13:52 


S19 


6 


"6446205" 


US-PGPUB; 
USPAT: USOCR: 
EPO; JPO; 
DERWENT 


OR 


OFF 


2008/06/18 
13:52 


S20 


14 


signcryption. ab. 


US-PGPUB; 
USPAT; USOCR; 
EPO; JPO; 
DERWENT 


OR 


OFF 


2008/06/18 
14:39 


S21 


7 


("5754656" | "5796832" | 
"5799088" | "5889861" | 
"5889862" | "5889865" | 
"6064741 ").PN. 


US-PGPUB; 
USPAT; USOCR 


OR 


OFF 


2008/06/18 
14:43 


S22 


6227 


encrypt$3 near sign$3 


US-PGPUB: 
USPAT; USOCR 


OR 


OFF 


2008/06/18 
14:47 


nents' 20an 


c: r20Settings/t 


doan2/My c ?r20Do...720/EASTSearchHistory.l0774720_AccessibleVers 


lon.htm (2 of 15)9/16/2011 


3:50:30 PM 
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S23 


45 


encrypt$3 near sign$3 and 
(I BE IB identity adj based 
adj encryption) 


US-PGPUB; 
USPAT USOCR 


OR 


OFF 


2008/06/18 
14:47 


S24 


2 


"20020188850" 


US-PGPUB; 
USPAT; USOCR; 
EPO; JPO; 
DERWENT 


OR 


OFF 


2008/06/18 
14:52 


S31 


282 


sign$3 with encrypt$3 with 
one with operation$1 


US-PGPUB; 
USPAT; USOCR 


OR 


OFF 


2008/06/18 
15:52 


S32 


4 


sign$3 with encrypt$3 with 
one with operation$1 .ab. 


US-PGPUB; 
USPAT; USOCR 


OR 


OFF 


2008/06/18 
15:52 


533 


3 


si q n crypt ion. elm. 


UCrnjrUD, 

USPAT; USOCR 


OR 


OFF 


£UUO/ UD/ I O 

15:53 


53g 


2948 


/ 1 O/ 1 / D.lUo. 


I lepopi id- 
UCrnjrUD, 

USPAT; USOCR 


OR 


OFF 


2008/06/1 8 
21:31 


537 




713/176 eels 3nd sicjnerypt 
$3 


US-PGPUB' 
USPAT; USOCR 


OR 


OFF 


2008/06/1 8 
21:31 


S38 


5 


380/30.ccls. and signcrypt 
$3 


US-PGPUB; 
USPAT; USOCR 


OR 


OFF 


2008/06/18 
21:31 


S39 


10 


"6396928" 


US-PGPUB; 
USPAT; USOCR; 
EPO JPO 
DERWENT 


OR 


OFF 


2008/06/19 
14:03 


S40 


6 


identity$based nearl 
signcryption 


US-PGPUB; 
USPAT; USOCR; 
EPO: JPO 
DERWENT 


OR 


OFF 


2009/01/20 
19:37 


S41 


6 


identity$based near 
signcryption 


US-PGPUB; 
USPAT USOCR 
EPO; JPO 
DERWENT 


OR 


OFF 


2009/01/20 
20:37 


S42 


13 


identity$based and 
signcryption 


US-PGPUB; 
USPAT; USOCR; 
EPO; JPO: 
DERWENT 


OR 


OFF 


2009/01/20 
20:37 


S43 


236 


(identity adj based adj 
encryption "identity-based- 
encryption" identity$based 
$encryption$1) 


US-PGPUB; 
USPAT; USOCR; 
EPO; JPO; 
DERWENT 


OR 


OFF 


2009/06/05 
18:44 


S44 


3 


(identity adj based adj 
encryption "identity-based- 
encryption" identity$based 
$encryption$1) and boyen 
nearl xavier.in. 


US-PGPUB; 
USPAT; USOCR; 
EPO; JPO; 
DERWENT 


OR 


OFF 


2009/06/05 
18:53 


S45 


3 


(identity adj based adj 
encryption "identity-based- 
encryption" identity$based 
$encryption$1 identity 
$based$signcryption) and 
boyen nearl xavier.in. 


US-PGPUB; 
USPAT; USOCR; 
EPO: JPO: 
DERWENT 


OR 


OFF 


2009/06/05 
18:54 


nents' 20an 


c: r20Settings/t 


doan2/My%20Do...720/EASTSearchHistory.l0774720_AccessibleVer= 


ion.htm (3 of 15)9/16/2011 


3:50:30 PM 
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S46 


3 


(identity adj based adj 
encryption "identity-based- 
encryption" identity$based 
$encryption$1 identity 
near2 signcryption) and 
boyen nearl xavier.in. 


US-PGPUB; 
USPAT USOCR- 
EPO; JPO; 
DERWENT 


OR 


OFF 


2009/06/05 
18:54 


S47 


3 


(identity adj based adj 
encryption "identity-based- 
encryption" identity$based 
$encryption$1 
signcryption) and boyen 
nearl xavier.in. 


US-PGPUB; 
USPAT USOCR 
EPO; JPO; 
DERWENT 


OR 


OFF 


2009/06/05 
18:54 


S48 


3 


(identity adj based adj 
encryption "identity-based- 
encryption" identity$based 
$encryption$1 signcryption 
I BE) and boyen nearl 
xavier.in. 


US-PGPUB; 
USPAT USOCR; 
EPO; JPO; 
DERWENT 


OR 


OFF 


2009/06/05 
18:55 


S49 


5 


(Identity adj based adj 
encryption "identity-based- 
encryption" identity$based 
$encryption$1 signcryption 
I BE) and boyen. in. 


US-PGPUB; 
USPAT USOCR' 
EPO; JPO; 
DERWENT 


OR 


OFF 


2009/06/05 
18:55 


S50 


3 


(identity adj based adj 
encryption "identity-based- 
encryption" identity$based 
$encryption$1 signcryption 
I BE) and boyen adj xavier. 
in. 


US-PGPUB; 
USPAT; USOCR; 
EPO JPO 
DERWENT 


OR 


OFF 


2009/06/05 
18:56 


S51 


75270 


(identity adj based adj 
encryption "identity-based- 
encryption" identity$based 
$encryption$1 signcryption 
I BE) 


US-PGPUB; 
USPAT USOCR 
EPO; JPO 
DERWENT 


OR 


OFF 


2009/06/05 
19:03 


S52 


259 


(Identity adj based adj 
encryption "identity-based- 
encryption" identity$based 
$encryption$1 
signcryption) 


US-PGPUB; 
USPAT; USOCR; 
EPO; JPO; 
DERWENT 


OR 


OFF 


2009/06/05 
19:03 


S53 


236 


(identity adj based adj 
encryption "identity-based- 
encryption" identity$based 
$encryption$1) 


US-PGPUB; 
USPAT; USOCR; 
EPO; JPO; 
DERWENT 


OR 


OFF 


2009/06/05 
19:04 


S54 


65 


(identity adj based adj 
encryption "identity-based- 
encryption" identity$based 
$encryption$1) and 
(signcryption sign$3 near5 
encrypt$3) 


US-PGPUB; 
USPAT; USOCR; 
EPO: JPO 
DERWENT 


OR 


OFF 


2009/06/05 
19:05 


§55 


236 


(identity adj based adj 
encryption "identity-based- 
encryption" identity$based 
$encryption$1) 


US-PGPUB; 
USPAT USOCR- 
EPO; JPO; 
DERWENT 


OR 


OFF 


2009/06/05 
19:08 
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iS56 


164 |(identity adj based adj 

jencryption "identity-based- 
jencryption" identity$based 
i$encryption$1) and sign$3 


US-PGPUB; 
USPAT USOCR- 
EPO; JPO; 
DERWENT 


OR 


OFF 


2009/06/05 
19:11 


|S57 


87 


(identity adj based adj 
encryption "identity-based- 
encryption" identity$based 
$encryption$1) and sign$3 
with encrypt$3 


US-PGPUB; 
USPAT; USOCR; 
EPO; JPO; 
DERWENT 


OR 


OFF 


2009/06/05 
19:12 


S58 


9 


(identity adj based adj 
encryption "identity-based- 
encryption" identity$based 
$encryption$1) and 
signcryption 


US-PGPUB; 
USPAT; USOCR; 
EPO JPO 
DERWENT 


OR 


OFF 


2009/06/05 
19:13 


S60 


9 


(identity adj based adj 
encryption "identity-based- 
encryption" identity$based 
$encryption$1 ID-based 
adj signature$1 I D adj 
based adj signature) and 
signcryption 


US-PGPUB; 
USPAT: USOCR: 
EPO; JPO; 
DERWENT 


OR 


OFF 


2009/06/05 
19:17 


S62 


14 


"7113594" 


US-PGPUB; 
USPAT; USOCR; 
EPO: JPO 
DERWENT 


OR 


OFF 


2009/06/05 
20:02 


S63 


22 


I BE adj private adj key$1 


US-PGPUB; 
USPAT; USOCR; 
EPO; JPO; 
DERWENT 


OR 


OFF 


2009/06/05 
20:04 


S64 


14 


"71 13594" 


US-PGPUB; 
USPAT USOCR; 
EPO; JPO; 
DERWENT 


OR 


OFF 


2009/06/05 
22:46 


S65 


9 


(identity adj based adj 
encryption "identity-based- 
encryption" identity$based 
$encryption$1 ID-based 
adj signature$1 ID$based 
adj signature) and 
signcryption 


US-PGPUB; 
USPAT; USOCR; 
EPO: JPO: 
DERWENT 


OR 


OFF 


2009/06/05 
22:50 


S66 


9 


(identity adj based adj 
encryption "identity-based- 
encryption" identity$based 
$encryption$1 ID-based 
adj signature$1) and 
signcryption 


US-PGPUB; 
USPAT; USOCR; 
EPO; JPO; 
DERWENT 


OR 


OFF 


2009/06/05 
22:52 


S67 


237 


(identity adj based adj 
encryption "identity-based- 
encryption" identity$based 
$encryption$1 identity adj 
based adj signcryption) 


US-PGPUB; 
USPAT; USOCR; 
EPO: JPO: 
DERWENT 


OR 


OFF 


2009/06/05 
22:59 
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S68 


21 


(identity adj based adj 
encryption "identity-based- 
encryption" identity$based 
$encryption$1 identity adj 
based adj signcryption) 
and I BE adj private adj 
key 


US-PGPUB; 
USPAT USOCR- 
EPO JPO: 
DERWENT 


OR 


OFF 


2009/06/05 
23:00 


S69 


17 


("20020076042" | 
"20020169857" | 
"20020188690" | 
"20030081785" | 
"20030115448" | 
"20030120733" | 
"20030163567" | 
"20030179885" | 
"20030182554" | 
"20030198348" | 
"5016276" | "5159632" | 
"5271061" | "5272755" | 
"5581616" | "6061448" | 
"6396830"). PN. 


US-PGPUB; 
USPAT USOCR 


OR 


OFF 


2009/06/05 
23:02 


S70 


22 


I BE adj private adj key 


US-PGPUB: 
USPAT; USOCR; 
EPO; JPO; 
DERWENT 


OR 


OFF 


2009/06/05 
23:08 


S71 


45 


decrypt$3 with ciphertext 
with produc$3 with public 
adj key 


US-PGPUB; 
USPAT; USOCR; ! 
EPO; JPO; 
DERWENT 


OR 


OFF 


2009/06/05 
23:12 


S72 


20 


decrypt$3 with ciphertext 
with output$4 with public 
adj key 


US-PGPUB; 
USPAT; USOCR; 
EPO; JPO; 
DERWENT 


OR 


OFF 


2009/06/05 
23:15 


S73 




decrypt$3 with ciphertext 
with extract$3 with public 
adj key 


I IC D/^DI ID- 

USPAT; USOCR; 
EPO; JPO; 
DERWENT 


OR 


OFF 


<iUUy/Ub/Ub 
23:16 


S74 


189 


decrypt$3 with encrypted 
with extract$3 with public 
adj key 


US-PGPUB; 
USPAT: USOCR: 
EPO; JPO; 
DERWENT 


OR 


OFF 


2009/06/05 
23:19 






decrypt$3 with encrypted 
adj (data information file 
content) with extract$3 
with public adj key 


I IC DT^DI ID- 

USPAT; USOCR; 
EPO; JPO; 
DERWENT 






^UUy/Ub/Ub 
23:20 


S76 


24 


(pars$3 extract$3) with 
public adj key with 
ciphertext 


US-PGPUB; 
USPAT; USOCR; 
EPO; JPO; 
DERWENT 


OR 


OFF 


2009/06/05 
23:28 


577 




private adj key with 
(comput$3) with 
commitment wth 
decommitment 


I I^PRPI IR- 

USPAT USOCR; 
EPO; JPO; 
DERWENT 


OR 


OFF 


pnnQ/DK/nK 

tL\J\JV/ UD/ UD 

00:06 
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S78 


0 


private adj key with 
(comput$3) with 
commitment with 
decommitment 


US-PGPUB; 
USPAT USOCR- 
EPO; JPO; 
DERWENT 


OR 


OFF 


2009/06/06 
00:06 


S79 


4 


private adj key with 
(comput$3) with first adj 
value with second adj 
value 


US-PGPUB; 
USPAT USOCR. 
EPO; JPO 
DERWENT 


OR 


OFF 


2009/06/06 
00:06 


S80 


0 


private adj key with (output 
$4) with first adj value 
with second adj value 


US-PGPUB; 
USPAT USOCR; 
EPO; JPO; 
DERWENT 


OR 


OFF 


2009/06/06 
00:07 


S81 


1 


private adj key with (output 
$4) with commitment 


US-PGPUB; 
USPAT USOCR; 
EPO; JPO; 
DERWENT 


OR 


OFF 


2009/06/06 
00:08 


S82 


13 


private adj key with 
(generat$3) with 
commitment 


US-PGPUB; 
USPAT; USOCR; 
EPO: JPO 
DERWENT 


OR 


OFF 


2009/06/06 
00:12 


S83 


0 


private adj key with 
commitment with 
decommitment 


US-PGPUB; 
USPAT USOCR- 
EPO: JPO 
DERWENT 


OR 


OFF 


2009/06/06 
00:14 


S84 


2 


private adj key with 
generat$3 with two adj 
values 


US-PGPUB; 
USPAT; USOCR; 
EPO: JPO 
DERWENT 


OR 


OFF 


2009/06/06 
00:15 


S85 


2 


private adj key with 
(generat$3 creat$3) with 
two adj values 


US-PGPUB; 
USPAT; USOCR; 
EPO; JPO; 
DERWENT 


OR 


OFF 


2009/06/06 
00:15 


S86 


6 


private adj key with 
(generat$3 creat$3 produc 
$3) with two adj values 


US-PGPUB; 
USPAT; USOCR; 
EPO: JPO 
DERWENT 


OR 


OFF 


2009/06/06 
00:16 


S87 


20 


private adj key with (first 
primary) adj (value 
parameter) with (second 
$3) adj (value parameter) 


US-PGPUB; 
USPAT; USOCR; 
EPO; JPO; 
DERWENT 


OR 


OFF 


2009/06/06 
00:17 


S88 


20 


private nearl key with 
(first primary) adj (value 
parameter) with (second 
$3) adj (value parameter) 


US-PGPUB; 
USPAT; USOCR; 
EPO JPO 
DERWENT 


OR 


OFF 


2009/06/06 
00:19 


S89 


323 


private nearl key with 
(produc$3) with (value 
parameter) 


US-PGPUB; 
USPAT; USOCR; 
EPO; JPO; 
DERWENT 


OR 


OFF 


2009/06/06 
00:20 






privsitG nG£ir1 kGy with 
(produc$3) with (value 
parameter). elm. 


i icpnpi ir- 
USPAT; USOCR; 
EPO; JPO; 
DERWENT 


OR 


OFF 


pnnQ/DK/nK 

£UUC7/ UD/ UD 

00:20 
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IS91 


40 


comput$3 with two adj 
values with key$1 


US-PGPUB; 
USPAT USOCR; 
EPO; JPO; 
DERWENT 


OR 


OFF 


2009/06/06 
00:29 


|S92 


53 


(calculat$3 deriv$3) with 
two adj values with key$1 


US-PGPUB; 
USPAT USOCR 
EPO; JPO 
DERWENT 


OR 


OFF 


2009/06/06 
00:33 


IS93 


2 


private adj key with 
(calculat$3 deriv$3) with 
first adj key with second 
adj key 


US-PGPUB; 
USPAT USOCR; 
EPO; JPO; 
DERWENT 


OR 


OFF 


2009/06/06 
00:37 


|S94 


2 


private adj key with 
(calculat$3 deriv$3) with 
sub$key 


US-PGPUB; 
USPAT; USOCR; 
EPO: JPO 
DERWENT 


OR 


OFF 


2009/06/06 
00:38 


!S95 


437 


private adj key$1 with 
(output$4 generat$3 
produc$3 deriv$3) with 
first nearl (key value) 


US-PGPUB; 
USPAT; USOCR; 
EPO: JPO 
DERWENT 


OR 


OFF 


2009/06/06 
00:51 


S96 


230 


private adj key$1 with 
(output$4 generat$3 
produc$3 deriv$3) with 
first nearl (key value) 
same second nearl (value 
key) 


US-PGPUB; 
USPAT USOCR; 
EPO: JPO: 
DERWENT 


OR 


OFF 


2009/06/06 
00:51 


S97 


35 


private adj key$1 with 
(output$4 generat$3 
produc$3 deriv$3) with 
first nearl (key value) 
same second nearl (value 
key).ab. 


US-PGPUB; 
USPAT USOCR; 
EPO; JPO; 
DERWENT 


OR 


OFF 


2009/06/06 
00:58 


S99 


14 


"71 13594" 


US-PGPUB; 
USPAT; USOCR; 
EPO: JPO 
DERWENT 


OR 


OFF 


2009/06/06 
23:45 


S100 


1 


"71 13594". pn. and decrypt 
$3 with ciphertext 


US-PGPUB; 
USPAT; USOCR; 
EPO: JPO 
DERWENT 


OR 


OFF 


2009/06/07 
00:08 


S101 


1 


"71 13594". pn. and decrypt 
$3 with ciphertext with 
public nearl key$1 


US-PGPUB; 
USPAT; USOCR; 
EPO JPO 
DERWENT 


OR 


OFF 


2009/06/07 
00:08 


S102 


1 


"711 3594". pn. and decrypt 
$3 with (encrypted 
ciphertext) with public 
nearl (parameter$1 key 
$1) 


US-PGPUB; 
USPAT; USOCR; 
EPO; JPO; 
DERWENT 


OR 


OFF 


2009/06/07 
00:57 


S103 


0 


RE40687E 


US-PGPUB; 
USPAT; USOCR; 
EPO; JPO; 
DERWENT 


OR 


OFF 


2009/06/07 
01:54 
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|S1 04 


55 


extract$3 with public adj 
key$1 with encrypted adj 
(packet message content 
data information) 


US-PGPUB; 
USPAT USOCR; 
EPO; JPO; 
DERWENT 


OR 


OFF 


2009/06/07 
02:05 


IS105 


70 


public adj keySl with 
embed$4 with (ciphertext 
$1 encrypted adj (packet 
message content data 
information)) 


US-PGPUB; 
USPAT; USOCR; 
EPO; JPO 
DERWENT 


OR 


OFF 


2009/06/07 
12:42 


|S106 


66 


public adj key$1 with 
embed$4 with (ciphertext 
$1 encrypted adj (packet 
message content data 
information)) and decrypt 
$3 


US-PGPUB; 
USPAT: USOCR: 
EPO; JPO; 
DERWENT 


OR 


OFF 


2009/06/07 
12:43 


S107 


26 


"6499105" 


US-PGPUB; 
USPAT: USOCR: 
EPO; JPO; 
DERWENT 


OR 


OFF 


2009/06/07 
13:26 


S108 


1 


"64991 05". pn. and 
signature$1 with public adj 
key$1 


US-PGPUB: 
USPAT; USOCR; 
EPO; JPO; 
DERWENT 


OR 


OFF 


2009/06/07 
13:26 


S109 


93 


public adj keySl with 
attach$4 with (ciphertext 
$1 encrypted adj (packet 
message content data 
information)) and decrypt 
$3 


US-PGPUB; 
USPAT USOCR; 
EPO; JPO; 
DERWENT 


OR 


OFF 


2009/06/07 
14:04 


S110 


71 


public adj key$1 with 
attach$4 with (ciphertext 
$1 encrypted adj (packet 
message content data 
information)) and signature 
$1 and decrypt$3 


US-PGPUB; 
USPAT; USOCR; 
EPO; JPO; 
DERWENT 


OR 


OFF 


2009/06/07 
14:05 


S1 11 


5 


public adj keySl with 
attach$4 with (ciphertext 
$1 encrypted adj (packet 
message content data 
information)). elm. and 
signature$1 and decrypt$3 


US-PGPUB; 
USPAT; USOCR; 
EPO; JPO; 
DERWENT 


OR 


OFF 


2009/06/07 
14:08 


S1 1 2 


13 


commitment and 
decommitment 


US-PGPUB; 
USPAT; USOCR; 
EPO; JPO; 
DERWENT 


OR 


OFF 


2009/06/07 
21:10 


S113 


20 


commitment and de 
$commitment 


US-PGPUB; 
USPAT; USOCR; 
EPO; JPO; 
DERWENT 


OR 


OFF 


2009/06/07 
21:12 


S114 


9 


key with commitment and 
de$commitment 


US-PGPUB; 
USPAT USOCR; 
EPO; JPO; 
DERWENT 


OR 


OFF 


2009/06/07 
21:12 
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S1 15 


9 


key$1 with commitment 
and de$commitment 


US-PGPUB; 
USPAT USOCR; 
EPO; JPO; 
DEFtWENT 


OR 


OFF 


2009/06/07 
21:12 


S122 


30 


identity$based$encryption 


US-PGPUB; 
USPAT USOCR; 
EPO; JPO; 
DEFtWENT 


OR 


OFF 


2009/11/13 
11:07 


S123 


22 


identity$based$encryption 
and I BE adj private adj key 
$1 


US-PGPUB; 
USPAT: USOCR: 
EPO JPO 
DERWENT 


OR 


OFF 


2009/11/13 
11:11 


S124 


11 


identity$based$encryption 
and I BE adj private adj key 
$1.clm. 


US-PGPUB; 
USPAT: USOCR: 
EPO: JPO 
DERWENT 


OR 


OFF 


2009/11/13 
11:25 


S125 


7 


identity$based$encryption 
and I BE adj private adj key 
$1 with sender$1 .dm. 


US-PGPUB; 
USPAT; USOCR; 
EPO: JPO 
DERWENT 


OR 


OFF 


2009/11/13 
11:25 


S134 


198 


symmetric adj key$1 and 
generat$3 with key nearl 
oair with private adj key$1 . 
elm. 


US-PGPUB; 
USPAT; USOCR; 
EPO JPO 
DERWENT 


OR 


OFF 


2009/11/20 
18:49 


S135 


98 


"3807$. ecls. and 
symmetric adj key$1 and 
generat$3 with key nearl 
oair with private adj key$1 . 
elm. 


US-PGPUB; 
USPAT USOCR- 
EPO: JPO 
DERWENT 


OR 


OFF 


2009/11/20 
18:52 


S136 


13 


I BE and generat$3 with 
key nearl pair with private 
cidj kGy$ 1 cl m 


US-PGPUB; 
USPAT; USOCR; 
EPO' JPO' 
DERWENT 


OR 


OFF 


2009/11/20 
18:54 


S137 


1 


("20040098589"). PN. 


USPGPUB: 
USPAT; USOCR 


OR 


OFF 


2009/11/20 
18:55 


S138 


45 


I BE and generat$3 with 
key nearl pair with private 
adj key$1 


US-PGPUB; 
USPAT; USOCR; 
EPO; JPO; 
DERWENT 


OR 


OFF 


2009/11/20 
18:57 


S139 


809 


comput$3 with key nearl 
pair with private adj key$1 


US-PGPUB; 
USPAT; USOCR; 
EPO; JPO- 
DERWENT 


OR 


OFF 


2009/11/20 
19:03 


S140 


45 


comput$3 with key nearl 
pair with private adj key$1 . 
ab. 


US-PGPUB; 
USPAT; USOCR; 
EPO JPO 
DERWENT 


OR 


OFF 


2009/11/20 
19:03 


S141 


11 


"6826687" 


US-PGPUB; 
USPAT; USOCR; 
EPO; JPO; 
DERWENT 


OR 


OFF 


2009/11/20 
23:27 
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|S1 42 


68 


private adj key$1 with 
commitment$1 


US-PGPUB; 
USPAT USOCR; 
EPO; JPO; 
DERWENT 


OR 


OFF 


2009/11/20 
23:30 


|S1 43 


10 


private adj key$1 with 
commitment$1.clm. 


US-PGPUB; 
USPAT; USOCR; 
EPO JPO: 
DERWENT 


OR 


OFF 


2009/11/20 
23:32 


S1 44 


1 7 


private adj key$1 with 
(comput$3 calculat$3) 
with two with values 


US-PGPUB; 
USPAT: USOCR: 
EPO JPO 
DERWENT 


OR 


OFF 


2009/1 1/21 
13:28 


S1 45 


5 


("20040215685" | 
"4736423" | "5991415" | 
"6144740" | "6965673"). 
PN. 


US-PGPUB; 
USPAT USOCR 


OR 


OFF 


2009/11/21 
13:31 


S1 46 


2 


private adj key$1 with 
(output$4) with two with 
values 


US-PGPUB; 
USPAT; USOCR; 
EPO: JPO- 
DERWENT 


OR 


OFF 


2009/1 1/21 
13:32 






private adj key$1 with jUS-FGPUB; 
(output$4) with two with jUSPAT; USOCR; 
numbers jEPO; JPO; 

Iderwent 






13:33 


S1 48 


71 


private adj key$1 with 
(output$4) with key adj 
pair 


US-PGPUB; 
USPAT USOCR- 
EPO: JPO 
DERWENT 


OR 


OFF 


2009/11/21 
13:36 


S1 49 


1 


symmetric adj key with 
encrypt$1 with 
commitment 


US-PGPUB; 
USPAT; USOCR; 
EPO; JPO; 
DERWENT 


OR 


OFF 


2009/11/21 
14:19 


S155 


42 


(identity$based$encryption 
I BE) near private adj key 


US-PGPUB; 
USPAT; USOCR; 
EPO; JPO; 
DERWENT 


OR 


ON 


2010/05/10 
15:20 


S156 


0 


(identity$based$encryption 
I BE I D nearl base$1 
nearl encryption) and 
commitment and 
decommitment 


US-PGPUB; 
USPAT: USOCR: 
EPO; JPO; 
DERWENT 


OR 


ON 


2010/05/11 
13:33 


IS157 


20 


commitment and 
decommitment 


US-PGPUB; 
USPAT; USOCR; 
EPO; JPO; 
DERWENT 


OR 


ON 


2010/05/1 1 
13:33 


jsi'63 


885 


symmetric adj key with 
private adj key with 
encrypt$3 


US-PGPUB; 
USPAT; USOCR; 
EPO: JPO: 
DERWENT 


OR 


OFF 


2010/05/17 
14:54 
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! SI 64 


158 


symmetric adj key with 
private adj key with 
encrypt$3.clm. 


US-PGPUB; 
USPAT; USOCR; 
EPO JPO: 
DERWENT 


OR 


OFF 


2010/05/17 
14:54 


;S1 65 


1 6 


symmetric adj key with 
"based" with private adj 
key with encrypt$3.clm. 


US-PGPUB; 
USPAT; USOCR; 
EPO JPO: 
DERWENT 


OR 


OFF 


2010/05/17 
14:54 


|S1 72 


952 


(identity-based Identity 
adj based) and private adj 
key$1 


US-PGPUB; 
USPAT: USOCR: 
EPO JPO 
DERWENT 


OR 


ON 


2010/11/02 
12:23 


|S1 73 


296 


(identity-based Identity 
adj based) and private adj 
key$1 and symmetric adj 
key 


US-PGPUB; 
USPAT: USOCR: 
EPO: JPO 
DERWENT 


OR 


ON 


2010/11/02 
12:24 


P 




(identity-based Identity 
adj based) and private adj 
key$1 and symmetric adj 
key and hash$3 


1 IC DODI id- 
USPAT; USOCR; 
EPO JPO 
DERWENT 






oni rw i -1 /no 
12:26 


|S1 86 


278 


comput$3 with (values 
parameter$1) with private 
adj key$1 


US-PGPUB; 
USPAT; USOCR; 
EPO JPO 
DERWENT 


OR 


OFF 


201 1/02/18 
10:50 


|S187 


102 


comput$3 with (values 
parameter$1) with private 
adj key$1.clm. 


US-PGPUB; 
USPAT USOCR- 
EPO: JPO 
DERWENT 


OR 


OFF 


201 1/02/18 
10:51 


S188 


21 


comput$3 with (values 
parameter$1 ) with private 
adj key$1.clm. and 
@ad< "20030210" 


US-PGPUB; 
USPAT; USOCR; 
EPO JPO 
DERWENT 


OR 


OFF 


201 1/02/18 
10:52 


S189 


9 


comput$3 with (plurality 
several many two more) 
with (values parameter$1 ) 
with private adj key$1 and 
@ad< "20030210" 


US-PGPUB; 
USPAT; USOCR; 
EPO JPO 
DERWENT 


OR 


OFF 


2011/02/18 
1 1 :37 


S190 


32 


generatS3 with (plurality 
several many two more) 
with (values parameter$1 ) 
with private adj key$1 and 
@ad< "20030210" 


US-PGPUB; 
USPAT: USOCR: 
EPO; JPO; 
DERWENT 


OR 


OFF 


2011/02/18 
1 1 :39 


S191 


8 


calculat$3 with (plurality 
several many two more) 
with (values parameter$1 ) 
with private adj key$1 and 
@ad< "2003021 0" 


US-PGPUB; 
USPAT; USOCR; 
EPO; JPO; 
DERWENT 


OR 


OFF 


2011/02/18 
1 1 :42 


S192 


2 


"4811 288". pn. 


US-PGPUB; 
USPAT; USOCR; 
EPO: JPO: 
DERWENT 


OR 


OFF 


2011/02/18 
12:56 
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S193 


1 


"20040236961 ".pn. 


US-PGPUB; 
USPAT; USOCR; 
EPO JPO: 
DERWENT 


OR 


OFF 


2011/02/18 
12:58 


S1 94 


2 


"7580521" 


US-PGPUB; 
USPAT; USOCR; 
EPO JPO: 
DERWENT 


OR 


ON 


2011/04/19 
16:44 


S195 


19 


("20020076042" | 
"20030179885" | 
"20030198348" | 
"5016276" | "5159632" | 
"5271061" | "5272755" | 
"5581616" | "5850443" | 
"6061448" | "6154541" | 
"6952769" | "6986036" | 
"7003667" | "7016499" | 
"7113594" | "7131003" | 
"7175568" | "7200230"). 
PN. 


US-PGPUB; 
USPAT USOCR 


OR 


ON 


2011/04/19 
17:07 


S196 


322 


input$4 with private adj 
key.bsum. 


US-PGPUB; 
USPAT; USOCR 


OR 


ON 


201 1 04 20 
10:07 


S1 97 


392 


input$4 with private adj 
key with output$4 


US-PGPUB; 
USPAT USOCR 


OR 


ON 


201 1 04/20 
10:27 


S1 98 


69 


input$4 with private adj 
key with output$4.clm. 


US-PGPUB; 
USPAT USOCR 


OR 


ON 


201 1 04/20 
10 28 


S199 


181113 


private adj key calculat$3 
with parameter$1 


US-PGPUB; 
USPAT; USOCR 


OR 


ON 


2011/04/20 
10:31 


S200 


71 


private adj key with 
calculat$3 with parameter 
$1 


US-PGPUB; 
USPAT USOCR 


OR 


ON 


2011/04/20 
10:31 


S201 


9 


("20030081770" | 
"4328645" | "6081597" | 
"6243470" | "6298137" | 
"6832314" | "7233662" | 
"7373515" | "7519543"). 
PN. 


US-PGPUB: 
USPAT; USOCR 


OR 


ON 


2011/04/20 
10:38 


S202 


182 


(generat$3 comput$3 
calculat$3) with parameter 
$1 with private adj key. 
bsum. 


US-PGPUB; 
USPAT; USOCR 


OR 


ON 


2011/04/20 
10:45 


S203 


0 


(generat$3 comput$3 
calculat$3) with parameter 
$1 with from with private 
adj key.bsum. 


US-PGPUB; 
USPAT; USOCR 


OR 


ON 


2011/04/20 
10:46 


S204 


0 


(generat$3 comput$3 
calculat$3) with parameter 
$1 with from with private 
adj key 


US-PGPUB; 
USPAT USOCR 


OR 


ON 


2011/04/20 
10:46 
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S205 


58 


(generat$3 comput$3 
calculat$3) with parameter 
$1 with input$1 with 
private adj key 


US-PGPUB; 
USPAT; USOCR 


OR 


ON 


2011/04/20 
10:46 


S206 


7 


output$1 near2 parameter 
$1 near5 private adj key 


US-PGPUB; 
USPAT; USOCR 


OR 


ON 


2011/04/20 
10:57 


S207 


41536 


output$4 with encryption 
aj key near5 private adj 


US-PGPUB; 
USPAT; USOCR 


OR 


ON 


2011/04/20 
10:58 


S208 


0 


output$4 with encryption 
adj key near5 private adj 


US-PGPUB; 
USPAT USOCR 


OR 


ON 


2011/04/20 
10:58 


S209 


27 


output$4 with encryption 
adj key with private adj 
key 


US-PGPUB; 
USPAT; USOCR 


OR 


ON 


2011/04/20 
10:58 


S210 


892 


(first adj key$1 encryption 
adj key) with (comput$3 
generat$3 calculat$3) with 
private adj key 


US-PGPUB; 
USPAT USOCR 


OR 


ON 


2011/04/20 
11:00 


S211 


268 


(first adj key$1 encryption 
adj key) with (comput$3 
generat$3 calculat$3) with 
private adj key. elm. 


US-PGPUB; 
USPAT; USOCR 


OR 


ON 


2011/04/20 
11:00 


S212 


255 


(first adj key$1 encryption 
adj key) with (comput$3 
generat$3 calculat$3) with 
private adj key.bsum. 


US-PGPUB; 
USPAT USOCR 


OR 


ON 


2011/04/20 
11:01 


S213 


48 


(first adj key$1 encryption 
adj key) with (second adj 
key decryption adj key) 
with (comput$3 generat$3 
calculat$3) with private 
adj key.bsum. 


US-PGPUB; 
USPAT; USOCR 


OR 


ON 


2011/04/20 
11:01 


S214 


1 


(first adj key$1 encryption 
adj key first adj value first 
adj parameter) with 
(second adj key decryption 
adj key second adj 
parameter second adj 
value) with input$4 with 
private adj key.bsum. 


US-PGPUB; 
USPAT; USOCR 


OR 


ON 


2011/04/20 
11:06 


S215 


13 


(first adj key$1 encryption 
adj key first adj value first 
adj parameter) with 
(second adj key decryption 
adj key second adj 
parameter second adj 
value) with input$4 with 
private adj key 


US-PGPUB; 
USPAT; USOCR 


OR 


ON 


2011/04/20 
11:07 


nents' 20an 
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S216 


297 


(first adj key$1 encryption 
adj key first adj value first 
adj parameter) with 
(second adj key decryption 
adj key second adj 
parameter second adj 
value) with us$3 with 
private adj key 


US-PGPUB; 
USPAT; USOCR \ 


OR 


ON 


2011/04/20 
11:07 


S217 


26 


comput$3 with (first adj 
key$1 encryption adj key 
first adj value first adj 
parameter) with (second 
adj key decryption adj key 
second adj parameter 
second adj value) with us 
$3 with private adj key 


US-PGPUB; 
USPAT; USOCR 


OR 


ON 


2011/04/20 
11:08 


S218 


4 


"11431410" 


US-PGPUB; 
USPAT; USOCR 


OR 


ON 


2011/04/20 
13:13 


S219 


81 


(calculat$3 output$4 
comput$3) with (first adj 
key$1 encryption adj key 
first adj value first adj 
parameter) with (second 
adj key decryption adj key 
second adj parameter 
second adj value) with 
private adj key 


US-PGPUB; 
USPAT; USOCR 


OR 


ON 


2011/04/20 
13:26 


S220 


52 


alculc . utpu 4 
comput$3) with two nearl 
(parameter value key) with 
private adj key 


US-PGPUB; 
USPAT USOCR 


OR 


ON 


201 1/04/20 
13:36 


S221 


47 


I BE adj private adj key 


US-PGPUB; 
USPAT; USOCR; 
EPO; JPO; 
DERWENT 


OR 


ON 


201 1/04/20 
13:43 


S222 


64 


symmetric nearl key with 
based with private adj key 
with (encrypt$3 encod$3 
cipher$3 scrambl$3) 


US-PGPUB: 
USPAT; USOCR; 
EPO: JPO 
DERWENT 


OR 


ON 


201 1/04/20 
14:24 


§223 


26 


symmetric nearl key with 
based with private adj key 
with (encrypt$3 encod$3 
cipher$3 scrambl$3) and 
@ad< "20030211" 


US-PGPUB; 
USPAT: USOCR: 
EPO; JPO; 
DERWENT 


OR 


ON 


2011/04/20 
14:24 


S224 


26 


symmetric nearl key with 
based with private adj key 
with (encrypt$3 encod$3 
cipher$3 scrambl$3) and 
@ad< "20030210" 


US-PGPUB; 

EPO; JPO; 
DERWENT 


OR 


ON 


2011/04/20 
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